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Problem

Perform encryption and decryption using the RSA algorithm, as in Figure, for the following:

Figure Example of RSA Algorithm

a.  = 3;  = 11,  = 7;  = 5

b.  = 5;  = 11,  = 3;  = 9

c.  = 7;  = 11,  = 17;  = 8

d.  = 11;  = 13,  = 11;  = 7

e.  = 17;  = 31,  = 7;  = 2.

 Decryption is not as hard as you think; use some finesse.

Step-by-step solution

Rivest, Shamir, Adleman (RSA) algorithm:

• RSA is the first public-key encryption algorithm.

• It uses public key to encrypt the content and the private secret key to decrypt the content.

• Two large prime numbers are used to create and publish the public key and the prime numbers

are kept in secret to decode the message.

• Key generation:

o Step 1: Select two prime numbers “ ” and “ ”.

o Step 2: Calculate  .….. (1)

o Step 3: Calculate  …… (2)

o Step 4: Select an integer “ ” and it should be in the following state:

 .….. (3)

o Step 5: Calculate  and its value fulfills the following condition:

 .….. (4)

o Step 6: Encryption:

• Plain text .

• Cipher text . …… (5)

o Step 7: Decryption:

• Cipher text .

• Plain text . …… (6)

Comment

Note: Refer the “figure 21.6” in text book.

a.

Encryption:

• P = 3, q = 11, e = 7, M = 5

• Calculate :

o Apply the  value and  value in formula (1).

• Calculate :

o Apply the  value and  value in formula (2).

• Calculate :

o Apply the  value in  to find the  value.

 …… (7)

Note: 

Consider that the value of “ ” is 3; this value can be calculated by trial and error method applied

over the equation (7).

, it satisfies the condition .

• Encrypt the plain text into Cipher text:

o Apply the , ,  value in formula (5).

Decryption:

• Decrypt the Cipher text into plain text:

o Apply the , ,  value in formula (6).

b.

Encryption:

• P = 5, q = 11, e = 3, M = 9.

• Calculate .

o Apply the  value and  value in formula (1)

• Calculate :

o Apply the  value and  value in formula (2)

• Calculate :

o Apply the  value in  to find the “ ” value.

and 

• Encrypt the plain text into Cipher text

o Apply the , ,  value in formula (5).

Decryption:

• Decrypt the Cipher text into plain text:

o Apply the , ,  value in formula (6).

Comment

c.

Encryption:

• P = 7, q = 11, e = 17, M = 8

• Calculate :

o Apply the  value and  value in formula (1).

• Calculate :

o Apply the  value and  value in formula (2).

• Calculate :

o Apply the  value in  to find the  value.

and 

• Encrypt the plain text into Cipher text:
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Decryption:

• Decrypt the Cipher text into plain text:

o Apply the , ,  value in formula (6).

Comment

d.

Encryption:

• P = 11, q = 13, e = 11, M = 7

• Calculate :

o Apply the  value and  value in formula (1).

• Calculate :

o Apply the  value and  value in formula (2).

• Calculate :

o Apply the  value in  to find the  value:

and 

• Encrypt the plain text into Cipher text:

o Apply the , ,  value in formula (5).

Decryption:

• Decrypt the Cipher text into plain text:

o Apply the , ,  value in formula (6).
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e.

Encryption:

• P = 17, q = 31, e = 7, M = 2

• Calculate :

o Apply the  value and  value in formula (1).

• Calculate :

o Apply the  value and  value in formula (2).

• Calculate :

o Apply the  value in  to find the  value.

and 

•
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Encrypt the plain text into Cipher text:

o Apply the , ,  value in formula (5).

Decryption:

• Decrypt the Cipher text into plain text:

o Apply the , ,  value in formula (6).
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